Let’s Beat Fraud!
27th November 2006
In the run-up to Christmas I urge constituents to “beat fraud” and to keep up their vigilance for the New Year.

My campaign focuses on identity fraud, mail scams, and rogue traders.

In recent months I have become a leading parliamentary anti-fraud campaigner on behalf of organisations such a Trading Standards Institute, the Office of Fair Trading, Serious Organised Crime Squad and police forces.

Ever since becoming an MP I have worked with trading standards and fraud fighting organisation to help tackle the sort of scams to which constituents have fallen victim. My frequent discussions with these frontline fraud fighters have demonstrated the scale and ingenuity of fraudsters’ activities - from the individual crook to major international criminals.  

We should never underestimate how important it is to keep our personal information and documents safe from getting into the hands of these villains. While consumers are protected in many respects against the individual financial loss, the inconvenience and stress of having to deal with losses cannot be underestimated. Following simple rules and shopping only at secure websites makes life that bit more difficult for fraudsters. 

Recent research showed that millions of people are still not aware of some basic security pitfalls.  It showed that one quarter of Britons have disclosed their PIN to someone else, and over 40% still allow their cards out of their sight, at restaurants and bars for example, putting them at greater risk of fraud.  Over half of people never check that they are using a secure website when making an internet purchase.

These worrying figures are the reason I fully support Crimestoppers and the UK Payments Association campaign to combat fraud.

Top tips for avoiding fraud include:

· Always keep your cards or card details in sight when making a transaction

· Destroy – preferably shred – any documents containing your financial details when you dispose of them

· Do not keep passwords and PINs etc written down

· Don’t disclose your PIN, log in details or passwords to any unsolicited e-mails

· When entering your PIN in a shop or cash machine use your free hand to shield the number

· Only give your card details over the phone when you have instigated the call  and know the company

· Ensure your computer has up-to-date virus and firewall software

· Access internet banking or shopping sites by typing the address into your web browser.  Never go to a website from an e-mail and then enter personal details

· Shop at secure websites by ensuring that the security icon (a locked padlock or unbroken key symbol) is at the bottom of your browser window.  A secure web address should also change from http to https when making a secure shopping transaction

I also warned against “phishing” – crooks sending bogus e-mails purporting to be from banks or police and attempting to inveigle account details and password out of potential victims. The message is: just delete them. No reputable bank or organisation would request information in that way.

I am also leading calls in parliament for tighter controls of companies providing accommodation addresses, which are frequently used by mail scam operators. It is amazing how many otherwise careful people are tempted by unsolicited mail shots offering things like major lottery wins and prizes. They look too good to be true. They ALWAYS are!

Advice on how to deal with problems such as unfair trading practices and faulty goods can be obtained from the Government’s Consumer Direct helpline on 08454 040506.

